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Welcome to the Forcepoint Customer Hub!

A place where you can easily find solutions and ask questions

Home (/S/) Help & Resource Center (/S/Knowledge-Base) Communities (/S/Group/CollaborationGroup/00B20000006kZ7aEAE)

Title
Category for Al Websites like ChatGPT, OpenAl

Article Number
000041872

Summary

Information

Forcepoint URL Database contains the industry's most accurate and comprehensive classification of URLs. In November, the existing set
will be enhanced by adding new categories relating to Artificial Intelligence (Al) and Machine-Learning (ML).

Four new sub-categories will be added within the Information Technology parent category for easy and fine-grained management.

The URL Database update will be separated into two stages, In the first stage, you will see the categories appear, which will give you the
ability to modify the policy rules for these new categories, second stage the URL database will update these categories with the relevant
URLs, refer to the dates and descriptions below for more information.

Note by default these new categories will be permitted

Date Product What is happening
Stage 1
Forcepoint Web
November 2, 2023 Secur’i)tyICIoud Categories will appear
Forcepoint Web
Security Hybrid, On-
November 7, 2023 ,l i Categories will appear
Premise, and
Forcepoint DLP
Stage 2
Forcepoint Web
Security Cloud, URL database will
Forcepoint Web update with all the
November 17, 2023
v Security Hybrid, On- | relevant URLs for the
Premise, and new categories

Forcepoint DLP

December/January = Forcepoint ONE Categories will appear

Below is a list of new categories with short definitions:

Catego
i Description
Name
Sites that provide tools or services related to
artificial intelligence and machine learning.
Other Al ML . ¢ . L . 9
L Includes sites hosting applications with personal
Applications

productivity or business purposes using Al but not
typically capable of generating new content.

Sites that specialize in machine-generated
multimedia content such as images, videos, or
Generative Al = | audio. Includes sites that provide information,
Multimedia tools, or services related to text-to-speech, video,
music, sound, orimage editing applications usin
U

; - UONS 5
Al with the ability to geneDr'gt¥ newn%gr\wlfean?.'de hgpfu' '
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Sites that specialize in machine-generated
conversational content for the purpose of general

Generative Al - | information, user assistance, or entertainment.

Conversation Includes sites hosting virtual agents and narrow
domain conversational applications using Al with
the ability to generate new content.

Sites that provide machine-generated text with
broad domain applications (including code and
translation) using Al and generating new content.

Generative Al - A) 9 . 9 N .

Text & Code Includes sites that provide tools or services that
make suggestions, edits, reviews or create
summaries based on user prompts and
interactions.

Below is a table of some sample URLs and the new category they will fall into:
C t N
URL e -
Classification Classification
http://jasper.aif Web Generative Al -

(http://jasper.aif) Infrastructure Text & Code

http://deepl.com/write Reference Generative Al -

(http://deepl.com/write) Materials Text & Code

Hosted

http://browse.ai/ Business Generative Al -

usli

(http://browse.aif) L Text & Code

Applications
http://formulabot.com/ Information Generative Al -

(http://formulabot.com/) Technology Text & Code

http:/fbard.google.com/ Information Generative Al -

(http://bard.google.com/) Technology Text & Code

http://chat.openai.com/ Information Generative Al -

(http://chat.openai.com/) Technology Text & Code

http://open-assistant.io/ Information Generative Al -

(http://open-assistant.iof) Technology Conversation

http://poe.com/ Information Generative Al -

(http://poe.com/) Technology Conversation

https://glasgowgpt.com/ Information Generative Al -

(https://glasgowgpt.com/) Technology Conversation

http:/fwritesonic.com/chat Information Generative Al -

(http:/fwritesonic.com/chat) Technology Conversation

http://synthesia.iof Information Generative Al -

(http://synthesia.iof) Technology Multimedia

http://beautiful.aif Information Generative Al -

(http://beautiful.aif) Technology Multimedia

http://altered.ai/ Information Generative Al -

(http://altered.aif) Technology Multimedia

http://ai.google/ Information Other Al ML

(http:/fai.google/) Technology Applications

http://hippocraticai.com/ Information Other Al ML

(http://hippocraticai.com/) Technology Applications

http://remodeled.aif Human Other Al ML

(http://remodeled.aif) Interests Applications
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To modify the policy refer to the below steps:

Cloud
1. Sign in to the Forcepoint Cloud Security Gateway portal
2. Navigate to Web > Policies > Select a Policy > Web Categories
3. Find the Information Technology category and expand to expose the subcategories
4, Select the newly created category and modify the action on the right-hand side,
5. Click Save

Note Repeat steps 2-5 for each policy

For further information on each of the actions refer to the documentation Policy enforcement actions

(https://www.websense.com/content/support/library/web/hosted/admin_guide/dispositions.aspx)

Web Security On-Premise/Hybrid
1. Sign in to the Forcepoint Security Manager
2. Navigate to Main > Policy Management > Policies > Select a Policy
3. Find the Information Technology category and expand to expose the subcategories
4, Select the newly created category and modify the action on the right-hand side.
5. Then click OK. and modify any additional policies
6. When the last policy is updated click OK then Save and Deploy

7. If using Hybrid you can push the policy manually or wait 15 minutes (default time) for the policy to be sent automatically.
m To send manually, navigate to Settings > Hybrid Configuration > Scheduling > Click Send under the header Send Policy Data

Now

For further information on each of the actions refer to the documentation Actions
(https://www.websense.com/content/support/library/web/v85/web_help/filtering_actions.aspx)

Important If you are seeing Unpurchased next to the new category, ensure all the Filtering Services are on the same URL Database
version. Refer to New Categories Showing as Unpurchased (https://support.forcepoint.com/s/article/New-categories-showing-as-

unpurchased) for steps on how to verify the URL database version.

In the meantime, custom categories can be created and the filtering action can then be defined within the policy. Refer to the below

documentation on how to create a custom category

Cloud: Custom Categories tab (https://www.websense.com/content/support/library/web/hosted/admin_guide/wd_custom_cat_policy.aspx)
On-Premise: Creating a custom category (https://www.websense.com/content/support/library/web/v85/web_help/add_cat_explain.aspx)

Keywords: chatbot; Al; artificial intelligence; ML; machine learning; chatgpt; FR202303-15939
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